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I. TEXHUYECKO NPEAJIOKEHUE
1. Oo6xBar

Hacrosmoro TeXHWYEeCKO NPENIOKEHHEe € W3TOTBEHO ChIVIACHO TEXHUYECKO 3amaHue Ne
20.AEII.T3.126. B o0xBaTa Ha MpOEKTa ca BKIFOUEHH JJOCTABKA U M3TPaXK/aHE Ha CIICTHUTE IBE OCHOBHU
CHCTEMH:

¢ (Cucrema 3a aHAJIM3 Ha MOTPEOUTEIICKOTO TMOBEICHHE Upe3 ChOMpaHe, HAOJIOICHHE W aHATH3 HA JIOTOBETE
B KOPIIOpATHBHA Mpeska Wil ,,Security Information and Event Management (SIEM)* - Exabeam

e CucremMa 3a peakuus, YIpaBlIeHHE W aBTOMATU3ALMSA HA pEIICHMATA 32 CHTYPHOCT WM Security
Orchestration, Automation § Response (SOAR) — PaloAlto Cortex XSOAR

[ToapoOHO onucaHue Ha OCHOBHUTE XapaKTEPUCTUKU U (PYHKIMOHATHOCTH Ha MPEIaraHoTo OT
KOMITaHUsATA PELIeHUe 3a CUCTeMa 3a HaOItoieHne, cbOupaHe, CbXpaHeHHe U aHaiuu3 Ha ceourtus /SIEM/
U aBTOMAaTH3UpaHUM HHCTpyMeHTH 3a 3amurta /SOAR/, mokpuBamo MHUHMMAaJTHHUTE W3UCKBAaHMA Ha
TEeXHUYECKOTO 3a/1aHue, MOXKe Ja ObJie HAMEPEHO B MPUIIOKEHUTE TEXHUUYECKH OpOILypH.

[Ipu ycnemHa peanu3aius Ha MPOEKTa Ie 0bJIe TOCTUTHATO ISUIOCTHO TOBUIIIABaHE HUBOTO HA
WH(POPMALIMOHHA CUTYPHOCT, BKIIOUHTEITHO:

* OTKpMBAaHE HA W3BECTHU M HEM3BECTHH 3aIUIaXM C MOMOINTA HA OTKPUBAHE HA M3BECTHHW M HEM3BECTHH
3aIuIaxy ¢ OMOIITA Ha MIOBEACHYECKH aHAIIM3H 32 TOJ00psABaHEe HA TOYHOCTTA M HAMAJISIBAHE HA BPEMETO
3a peaxius (pascieiBaHe U peakiusl B PAMKUTE HA MUHYTH BMECTO JIHH);

*  aBTOMATH3MpPAHE HA PA3CIICIBAHETO M PEAKIIMATA C TIOMOIITA HA MPEIBAPUTEITHO U3TPAJICHH CIICHAPHH 32
unnuaeHta (SOAR);

*  [EHTpPAIM3UpaHE Ha pAOOTHHUTE MPOLIECH 38 OTKPHUBAHE, PA3CiIC/IBAHE U PEarnpaHe B ¢IMH MOTPEOUTEIICKH
HHTEpEiic;

* TIOCTHTaHe Ha ChOTBETCTBHE C Wi 28, wi. 29, un. 30 u . 31 ot ,,Hapen0a 3a MUHUMANHUTE U3UCKBAHUS
32 MpeK0Ba ¥ HHPOPMAIIMOHHA CUTYPHOCT.

KbM 000pynBaHeTo mie ce TOCTaBAT HYKHUTE HHTEp(EHCHN 1 3aXpaHBanli KaOeIH, MOHTAKHH
€JIEMEHTH, MHCTPYMEHTH, CIIelUanu3upaH copryep, IpaiiBepu U JMLEH3U, HEOOXOIUMHU 32 MOHTaX U
UHTErpUpaHe Ha KOMIIOHEHTHUTE B CbOTBETHUTE HH(popMarmonHu cucremu Ha AEL Ko3noayii.

2. JleliHOCTH 32 M3NbJIHEHNE NMPOEKTA
2.1. HHcTragauus ¥ BbBeXIaHe B eKCIUIOATALUSA

Cnen jgocraBkaTa Ha O6OPYI1BEIHGTO, me 6’5,[[6 HallpaBC€Ha IIbpBOHAYaJIHA HWHCTAJIAlIUAd U
KOH(bI/Il"ypaI_[I/IH Ha YCTPOf/JICTBaTa, CbIJIaCyBAaHO C U3NCKBAHUATA HA Bu3aoxurens.

2.2. OO0yuenue u kBanuukanmus Ha nepconasa Ha ,,AELl Ko3znonyii” EAJ]

lle 6be moacUrypeHo oOyueHne Ha Hali-MaJKo BaMa /2/ CITy)KUTENN Ha BH3JIOKUTENS B yueOeH
LEHTHP WIN 1ie Ob/Ie OpraHu3upaHa BUPTyaIHa Cpeaa Ha 00yueHHe, pa3padoTeHa OT IPOU3BOIUTEINS, Ha
OBITapPCKU €3UK.

3a mpoBexkJaHe Ha OOYYEHHUETO MIe MPEJAOCTaBUM CepTUPUKAT 3a WHXKEHEpP MO MpEexoBa
CUTYPHOCT, U3JIaJICH OT MPOU3BOJUTEINS Ha MPEJIaraHoTo 000pyABaHE WK OT YII'BJIHOMOIIEH OT HEro
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MPEICTaBUTEN U CEPTHPHUKAT 3a HHCTPYKTOP IO MPEKOBA CUTYPHOCT, U3Ja/leH OT MPOU3BOIUTENS HA
MpeUIaraHoTo 000pyIBaHe WM OT YITBIHOMOIIEH OT HEro MPEICTABUTEN.

Ha 3apppiuminTe ycremHo Kypca ce n3jiaBa cepTu(ukaT 3a IpeMUHATO 00y4eHHe.

[Tpu HEOOXOIUMOCT WM TIO UCKaHE Ha Bh3NoKUTENs, B MEpHO/ia Ha TapaHIIMOHHATA MOIIPBKKA,
MOJXKE J]a Ce OpraHU3UpPaT MOJTyAHEBHU WM [IETOJHEBHU CECHU 32 TpaHc(ep Ha 3HAHUS 110 U3TOTBEHA OT
W3nbnautens u ceriaacyBaHa ¢ Bei3noxkutens nporpama.

3. I'apanuuoHHO 00cC/IyKBaHe
[IpennosxxeHoTo pemieHre € ¢ 3 roAMHU OpUTHHAIHA (OT IPOU3BOIAUTENS) rapaHLus.

Jlunensu, aboHamMeHTHa OIpBKKa /subscriptions/ Ha umeto Ha ,,AELl Koznoayii* EA/JL, BkiI. u
XapTHEHO KOIIKE ca 3a CPOK OT 3 TOAMHM, chrilacHO TexHnueckoTo 3aganue Ha AEL] Koznonyit EA/L.

laparnnonHOTO 0OCTYXBaHE 00XBAIlA CIICTHUTE JEHHOCTH:

- OTCTpaHsiBaHE Ha MpobjaeMH Npu (QYHKIHMOHHPAHETO, ABKAILM ce€ Ha JAe(eKTH B
00OpyJBaHETO, HEMPaBUJIHM HACTPOMKM W KOH(UIypaluu, BKJI. INPU HHCTAIUPAHETO My B
uHpPacTpyKTyparta Ha Bb3noxurens;

- TOJABpIKaHE Ha JINIECH3W U aKTUBHU a0OHAMEHTH 3a HOBHU JCQUHHIIMA BEPCHH ChOOPa3HO
JIOTOBOPEHOTO HUBO.

[TapameTpuTe Ha KaueCTBOTO Ha 0OCITy)KBaHE Ha JOCTaBEHOTO 000pyIBaHE Ca KaKTO CIIC/IBA:

- peXuM Ha mpuemaHe Ha 3asBkH (M0 TenedoH, e-mail uiu peructpupane Ha MpobIeM B on-
line cucrema 3a cepBU3HO 00cTy)kBaHe) - noaabpxkai HeHTsp (help desk) 24/7;

- BpeMe 3a peaknus (MMOTBBPKIAAaBaHE Ha MOJydeHA 3asBKa) OT MOMEHTA Ha MOJaBaHETO i 3a
BB3HUKHAI P00JIeM - MakcuMaiHO 60 MUHYTH B pabOTHO BpeMe;

- BpEMC 3a Bb3CTAaHOBABAHC Ha (byHKI_II/IOHaJ'IHOCTI/ITC N YCIYTUTC NPCAOCTAaBsAHNU C OTAAJICHYCH
JOCTBII (HC33BI/ICHMO OT XapaKTepa Ha np06neMa) - 10 CAUH pa6OTCH JCH;

- BpeMe 3a pa3pelaBaHe Ha XapAyepeH MpoodieM - MAKCHMAITHO TPU PaOOTHH JTHH;

- BB3MOJXKHOCT 3a HNOJMSIHA (aKO MEPUOIBT 32 PEMOHT € MO-AbIBI OT JOIMYCTUMOTO BpeMe 3a
pelaBaHeTo Ha npoOsieMa) Ha Ae(EeKTHUTE YacTU WIIM KOMIIOHEHTH C 4acT WM KOMIIOHEHT ChC ChILUTE
WIIH TI0-100pH XapaKTePUCTUKH.

4. Mscro 3a J0CcTaBKa

3asiBenuTe 000py/ABaHEe U MaTepHany 1e Obaar JocTaBeHW B ckianosere Ha ,,AELl Koznomyit”
EA/I B opuruHanHara ornakoBka Ha IpOU3BOUTETIS.

5. CanonozmTeJma AOKYMEHTalus 32 PA3JIMYHUTE €Talli HA U3ITbJIHCHHE

JocTaBkara Ha HOBOTO 000pyIBaHE Cce MPHUIPYKaBa ChC CISTHUTE TOKYMEHTH, MIPECTaBEHH HA
OBITapCKH €3UK:
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5.1. JlokymeHTH, U31aBaHU NMPH A0CTABKA:
1) Jlexnapamnus 3a CbOTBETCTBUE;
2) Crneuundukanms Ha TOCTaBEHOTO 00OpyABaHE U cOPTyep;

3) Jexnapanus 3a mpou3XoJI;

4) TIbjeH KOMIUICKT JOKYMCHTAIUS 3a JAOCTaBeHHUS copryep m xapayep (B €IeKTpOHEH
BH]I).

5.2. JlokymMeHTH, U31aBAHU cJie]] MOHTaKA:
1) AKT 3a 3aBBPIIICH MOHTAXK,

5.3. JlokymMeHTH, U31aBaHU NMPH BbBeK/AaHE B €KCILI0ATALMSA:
1) TIIpotokon 3a Bxomsu KOHTPOJ 0e3 3a0eNeKKH;
2) IIporokon oT HyHKINOHATHHA U3MUTAHUS,

3) ,.PbKOBOACTBO Ha agMHHUCTPATOP”, CHABPXKAIIO HANPABEHUTE KOH(UIypaluu Ha
yCTpOMCTBaTa M HauMHa 3a aIMUHUCTPUPAHE HA CBIIUTE.

6. OcurypsiBane Ha Ka4eCTBOTO
6.1. Cucrema 3a ynpanJienue (CY)
Turk Cmapt npuiara cepTuuIpaHa CHCTEMa 3a:

- ympaBlieHHe Ha KauecTBOTO B choTBeTcTBHE ¢ BJIC EN ISO 9001:2015, ¢ 00XBaT mokpuBaiil
JEHHOCTUTE TI0 TEXHUYECKOTO 3aJaHHE Ha BB3IOKHUTENS, KOETO MOXKEM Jia YJOCTOBEpUM C KOMHE Ha
BaJIMJICH cepTU(UKAT MTPU U3ITBIHCHHE.

- uHbpopmanmonHa curypHoct B cwoTBerctBHe ¢ BJIC ISO/IEC 27001:2013, ¢ obxBar
BKJTFOUBAI M3rPaXJaHe W TOJIPHKKA Ha CHCTEMH 3a 3aluTa Ha WHOOPMAIUATA, KOCTO MOXKEM Jia
YJOCTOBEPUM C KOIIHE Ha BATUCH CePTH(UKAT NPY U3ITBITHEHHE.

- UT ycnyru B cvotBercTBUE ¢ B/IC ISO/IEC 20000-1:2018, ¢ 00XBaT BKIIOYBAII U3TPAKIAHE
U MOAJPHKKA Ha CUCTEMM 3a CUCTEMH 3a 3allUTa Ha MH(OopManuaTa, KOeTO MOKEM Ja YJOCTOBEPUM C
KOIME Ha BaJHJIEH cepTUUKAT ITPU U3IIbIHEHHUE.

6.2. Ilnan 3a koHTpoJ Ha kKauyecTBOTO (IIKK)

3a M3MbBIHCHHUE HA ICHHOCTUTE B 00XBaTa Ha TEXHUUECKOTO 3aJ]aHie KOMIIAHUTA ITie pa3padboTu
I[lnan 3a KOHTPOJA HA KA4ye€CTBOTO, KOWTO 1€ BKJIOYBA TEXHOJOTMYHATA MOCIAEAOBATEIHOCT Ha
oTIepaIyuTe, BXOIAII KOHTPOJI M U3MUTAHHS C OTOCISI3aHH TOYKU HA KOHTPOJI OT CTpaHa Ha Bb3oxurens
u U3meiHuTENS.

IIpu nocturane Ha TOuKa 3a KOHTPOJI U3MBIHEHNETO Ha JEHHOCTUTE ce 3abprKa 10 U3BbPIIBAHE
U JJOKyMEHTUpaHe Ha IUIaHMpaHMUs KOHTpoi. PaboTata mo oroBopa MpoabiKaBa Cliesl MOJIOKUTENeH
pe3yaTar OT KOHTpOJIa.

[TKK ce u3roTss no obpaszer, npencrasex ot ,,AEI] Koznmonyit” EAJL.

IIKK ce mpencraBs 3a mpersen u cbriacyBane ot crpana Ha ,,AELl Koznonyit” EAJl, no 20
KaJeHJapHU THU [IpeIy FOTOBHOCTTA 3a paboTa Ha KomnaHusaTa M3nbaHuTen.
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[IKK ce nmpenaBa kaTo oTYETEH JOKYMEHT IPH MIPHUEMaHe Ha ycllyraTta oT cTpaHa Ha Bp3noxuTens.

6.3. YnpasieHHne HAa HECbOTBETCTBHATA

99

Komnanusita n3neaauren ysepomsisa ,,AELl Koznonyit” EAJ] 3a HechOTBETCTBUATA, OTKPUTH B
X0/1a Ha U3IIBJIHEHNE Ha JEHHOCTHUTE 110 10ToBOpa. HechoTBETCTBUS HA MPOAYKTH U yCIIYTH, 32 KOUTO C€
M3UCKBa IpepaboTKa, ce TOKIaaBaT Ha Bb3mokuTesns (OTTOBOPHOTO JIMIIE TI0 IOTOBOP/PHKOBOJAMTEIS HA
CTPYKTYPHOTO 3BE€HO 3asiBUTEN Ha YUSATO TEPUTOPHS CE U3BBPILBAT AEHHOCTHUTE), 32 1 CE B3EME pPElleHHE
3a pa3nopexaaHe ¢ HeChbOTBETCTBAILUS POIYKT/yCIIyra.

6.4. Kpanuduxanus Ha Tuak CmapT 3a u3NbJIHeHHe HA MOPBHYKATA, CBbP3aHa ChC
cnenupUYHNTE H3BMCKBAHU HA BH3JIOKUTENS 32 OCUTYPSIBAHE HA KAYeCTBOTO

Tunk Cmapt e otopusupan oT IlpousBoaurens 3a M3BBpIIBAHE HA MpojaaxOa, rapaHIMOHHA
NOJAPBKKAa M CEPBU3 HA MPEAJIOKEHOTO 00OpYyABaHE, BKIIOUUTEIHO 3a TepuTopusitTa Ha PemyOnuka
bwarapus, 3a koeTo npeacTaBsiMe MOMMEHHO OTOPU3ALMOHHO MHCMO. ChIIOTO 1€ Ob/1e U3/1aIEHO U ClIe]
JaTaTa Ha oOsIBsIBaHE Ha OOlIecTBEHATa MOphyKa.

Tuak CMapT UMa yCIIENIHO pealH3upaHy 3 MPOEKTa 3a TOCTaBKa Ha cOPTyep M M3rpakJaHe Ha
CHCTEMH 32 TIOBUIIIaBaHE Ha HUBOTO Ha HH()OpMAIIMOHHATA CUTYPHOCT, JOKa3aHU C TUCMEHH pedepeHINN
OT KIINEHTHTE.

7. Cpokxose 32 U3NTbJIHEHHUE

7.1. Cpok 3a noctaBka — 10 60 THU ciie]l CKIIOYEH IOT0BOD, 3asiBKa 3a U3MbJIHEHUE U
OCUTYpEH JOCTBII.

7.2. Cpok 3a MOHTaK M BbBeKIaHe B ekciioatanus — 10 60 1HU clie HanpaBeHa JOCTaBKa
Y OCHTYPEH JIOCTHII 32 U3ITBIHEHUE Ha JIEHHOCTHUTE.

7.3. T'apaHuHMoHeH cpOK U 00CJIy:KBaHe — 3 TOAUHU CJIE ABYCTPAaHHO MOANNCAaH NPUEMO-
NpeaBaTe]eH MPOTOKOJI 32 BbBEAEHA B €KCIJIOATallMs CUCTEMa.

8. HNundopmanus 3a KOHTaAKT

M3nbpnauTen: “TUHK CMAPT” EOO/]

Anpec 3a kopecionaeHius: 1729 Codus, xx.k. Muanoct 1A, yia. Auaa Axmarosa 9, et. 5

ENK 205946661

IBAN: BG93BPBI79401088794701

BIC, npu Ganka: BPBIBGSF, KOPOBAHK U E® JIDKU kion Codust
MOJI Credan [xypenos

E-mail office@thinksmart.bg

WuTepHer aapec: www.thinksmart.bg

9. BagmaHocT Ha npeasoxenneTo: 90 KajJeHAapHU THU.
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II. HEHOBO HPEJJIOKEHHUE

Eannnyna mena| OO01a meHa B
B JeBa 0e3 JIJIC| neBa 6e3 1JIC

1. oCTaBKa Ha 000pyBaHe U coryep op. 1 3,355,770.00 3,355,770.00

2. |MoHTa)x, MHCTaJIallid 1 BbBEXKIaHE B op. 1 172,000.00, 172,000.00
EKCIUIoaTaIvsl, BKJI. 00yueHue

Ne |Onmcanne Ha npeao:keH0TO o0opyaBane | Mspka | Kou.

0610 B geBa 6e3 JJ1C 3,527,770.00

1. MMPUJIOXEHUSA
Texumuecka 6pomrypa Exabeam EX3000
Texumuecka 6pomrypa Exabeam EX4003
Texnndecka Opomrypa Exabeam advanced analytics
Texumnuecka 6pomrypa Threat Hunter
TexHndecka Oporrypa Exabeam data lake
Texauuecka Opomrypa Cortex XSOAR

Komnue na OtoprzaunoHHu nucma

C yBaxeHue,

Credan [xxypeson

VYupasuren TUHK CMAPT EOOL
+359888438195
stefan.dzhurelov@thinksmart.bg

Think Smart

www.thinksmart.bg
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1. EX3000 Hardware Specifications
Gen 2

This type of appliance is to be used for Exabeam Data Lake, for the following node types:

« Data Lake Master node

« Any Data Lake worker nodes

If you have questions about this appliance, please go to Exabeam Community for more information or
create a ticket for more assistance.
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Server Configurations

Model Supermicro SuperChassis 826BE1C-R920LPB
Motherboard Super X10SRH-CF
CPU Intel Xeon processor E5-2620 v4

« 8cores (16 threads) with 2.1 GHz base frequency and 20 MB cache
Memory 192 GB (DDR4)

+ DDR4-2666 MHz
*« 6x32GB

Chassis Configuration 25.5" Depth 2U Rackmount Chassis

« 12x3.5indrive bays
Storage 1x 240 GB (SSD)

« 1.4DWPD, SATA3,2.5in
« Intel S4510 240 GB

2x1.92 TB (SSD)

« 0.8 DWPD, DATA, 2.5in
« Samsumg PM8831.92 TB

9x4TB (HDD)

« 7,200RPM,2.5in
« Seagate 7E200 EC 3.5v5 4TB SATA 512E

Exabeam EX3000 - Version EX3000 (Gen 2) Hardware Specifications
//, exabeam Published Aug 4, 2020
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Server Configurations

Network Controller 2 x 1 Gbps (RJ45) LAN

1 x dedicated IPMI

Server Dimensions

Height 3.5" (89 mm)

Width 17.2" (437 mm)

Depth 25.5" (647 mm)

Packaging 26.7" (H)x 11.4" (W) x 34.5" (D)
Gross Weight 63.26 Ibs (28.75 kg)

Net Weight 55 lbs (24.95 kg)

Operating Environment (System)

Operating Non-Operating
Heat Output 480.41 BTU/hr 348.02 BTU/hr
Temperature Range 5°C-35°C (41°F - 95°F) -40°C - 70°C (-40°F - 158°F)
Relative Humidity Range (non-condensing) 8% - 90% 5% - 95%

Power Supply

Two quantity of 1U 920W Redundant Platinum Super Quiet power supply with PMbus
AC Voltage 700W: 100 140V, 50-60 Hz

T750W: 200 240V, 50-60 Hz

920W: 100-240Vac, 50-60 Hz
+5V Standby Max: 4A / Min: 0A
+12V Max: 75A / Min: 1A (100Vac - 240Vac)
Cable CBL-0160L NEMA5-15P to C13 US power cord 16AWG 6ft, PBF (default for high watt)

Certifications

Power Supply Safety / EMC « BSMI
«CCC
« CE/EMC
«FCCclassB
« TUV/CB

« UL/CUL

Exabeam EX3000 - Version EX3000 (Gen 2) Hardware Specifications
/., exabeam Published Aug 4, 2020
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San Mateo, CA 94403

650.209.8599

Have feedback on this guide? We'd love to hear from you!
Email us at docs@exabeam.com

Disclaimer: Please ensure you are viewing the most
up-to-date version of this guide
by visiting the Exabeam Community.
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1. EX4003 Hardware Specifications

This type of appliance is to be used for Exabeam Advanced Analytics, for the following node type:

» Master node for Advanced Analytics

If you have questions about this appliance, please go to Exabeam Community for more information or
create a ticket for more assistance.

Server Configurations

Model Supermicro SuperServer SYS-1019P-WTR
Motherboard Super X11SPW-TF
CPU Intel Xeon Gold 6230 2.1 GHz processor

+ 20 cores/40 threads with 2.1 GHz base frequency and 27.5 MB cache

Memory 256 GB (DDR4)

+ 4x64GB
+ Micron 64 GB 2666MHz LRDIMM Z01B Dual Label

Storage 2 x 240 GB (SSD)

. 2.0 DWPD, SATA3,2.5in
« Intel S4510 240 GB

2x3.84TB(SSD)

+ 3.0 DWPD, SATA, 2.5in
« Samsung SM883 3.84 TB

6x2TB (HDD)

+ 7200 RPM, 2.5in
» Seagate 7TE200 EC2.5 2TB SATA 512E

Chassis Configuration 23.5" Depth 1U Rackmount Chassis

+ 10drive bays (2.5in)

Exabeam EX4003 - Version Hardware Specifications
//, exabeam Published Jul 24, 2020
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Server Configurations

Network Controller 2 x 10 Gbps (RJ45) LAN

1 x dedicated IPMI

Server Dimensions

Height 1.7" (43.7 mm)
Width 17.2" (437 mm)
Depth 23.5" (597 mm)
Packaging 8" (H) x 24" (W) x 32" (D)

203 mm (H) x 610 mm (W) x 813 mm (D)

Gross Weight 27 lbs (12.25 kg)

Net Weight 15.5 lbs (7.03 kg)

Operating Environment (System)

Operating Non-Operating
Heat Output 599.49 BTU/hr 281.49 BTU/hr
Temperature Range 10°C - 35°C (50°F - 95°F) -40°C - 60°C (-40°F - 140°F)
Relative Humidity Range (non-condensing) 8% - 90% 5% - 95%
Power Supply
500W Redundant Power Supplies with PMBus
AC Voltage 100-240Vac, 50-60Hz, 6.1-2.6A
+5V Standby Max: 4A / Min: 0A
+12V Max: 42A / Min: 0.5A
Certifications
Power Supply Safety / EMC 80 PLUS Platinum Certified

Exabeam EX4003 - Version Hardware Specifications
//, exabeam Published Jul 24, 2020
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EXABEAM ADVANCED ANALYTICS

SHINE A LIGHT ON MODERN CYBER-ATTACKS

Today’s credential based threats are complex, often touching many systems, using multiple log-ins, and spanning a period
of several months. These insider threats involve the legitimate credentials and access privileges of real users, making them
challenging for legacy security solutions to detect. In order to tackle these insidious threats, organizations need a solution
built from the ground up using modern technologies such as machine learning, behavioral analysis and data science.

A SMARTER APPROACH TO DETECTION AND INVESTIGATION = |
i Gary Hardin @ - - il 200

Exabeam Advanced Analytics is the world’s most deployed ra

behavioral analytics platform. Advanced Analytics automatically T 20 i 1 7 1 550

links and analyzes user and entity activity to better inform
security analysts about threats and corresponding remediation.
Advanced Analytics provides a powerful analytics layer on top
of existing SIEM and log management technologies, detecting
new attacks, prioritizing incidents, and guiding a more effective
response.

Exabeam Advanced Analytics combines a purpose-built
architecture with an investigation-focused user experience
designed to fit the way security professionals actually work.
Advanced Analytics uses a proprietary Session Data model that
automatically stitches together event timelines, including both
normal and abnormal behavior, before flagging potential threats.
This reduces the manual effort security analysts spend on
investigations and increases their productivity.

RAPID TIME TO VALUE

Regardless of the data type or source, Exabeam makes it easy for customers to make use of all of the information available
to them in order to perform a truly comprehensive assessment of the threats on their network. Advanced Analytics can
ingest logs from a SIEM or directly from the data sources themselves via Syslog. Customers are able to rapidly deploy and
analyze historical logs for quick time to value, or analyze new log sources in Advanced Analytics which were previously
cost prohibitive to send to their SIEMs. This flexible data handling delivers a fast time to value of unmatched by other
behavioral analytics solutions.

COMPOUNDING OPERATIONAL AND COST EFFICIENCIES

The benefits of the Advanced Analytics solution are compounded by Exabeam Log Manager and Incident Responder
which together provide full end-to-end coverage for data storage, access, analytics, and automated response. Advanced
Analytics can be deployed as a standalone solution, or as part of the larger Exabeam Security Intelligence Platform.
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KEY FEATURES

Exabeam provides world class threat detection, prioritizes analyst workloads, and greatly improves SOC productivity. Its key features include:

+ User and Entity Behavior Analysis (UEBA) based detection for complex modern threats including credential-based
attacks, insider threats, and ransomware

+  Pre-constructed session timelines which automate analyst investigation, and make proactive analysis faster and
easier

+ Intelligent security alert prioritization to ensure analysts can easily find the alerts which require the most attention

+ A unique session data model that automatically detects lateral movement including changes of credentials, IP
addresses, or devices

+ Interoperability with all major SIEM solutions, as well as Exabeam’s Log Management and Incident Response
solutions

+ Ease of setup and use

+  Scale-out multi-node architecture

+  Supports 500+ data sources out of the box

+ Ability to deploy as a pre-sized physical appliances or as a cloud-ready VM

EXABEAM SECURITY INTELLIGENCE PLATFORM

Exabeam Log Manager is a key component in the Exabeam
Security Intelligence Platform. Any of the platform components oo

can be used together or separately with third party products. The CﬂlllilEL[I:EUR
platform includes:

* Exabeam Log Manager :
* Exabeam Advanced Analytics _ EXABEAM
* Exabeam Threat Hunter PLATFORM
* Exabeam Incident Responder
* Exabeam Cloud Connectors

To learn more about these products, please visit www.exabeam.
com/products to download whitepapers, datasheets, etc.

OPERATING INFORMATION

* Deployable as a physical appliance (in multiple sizes) or as a cloud-ready virtual machine
* Includes out of the box collection agents and parsers for over 500 security data sources
* Agents operate on Windows or Linux platforms

For more information, please contact Exabeam at info@exabeam.com

COPYRIGHT 2017 EXABEAM, INC. ALL RIGHTS RESERVED.



DATASHEET

//, exabeam

THREAT HUNTER

User and Entity Behavior Analytics (UEBA) relies on machine learning to transform millions of events into the handful of users that
are performing risky behavior right now. In essence, UBA is about the machine telling the security analyst where to focus. Threat
hunting is a complementary technique that enables analysts to query the event data to find users that match a specific set of
criteria. Threat Hunting is about the analyst telling the machine to find the users that fit X, Y, and Z parameters.

Exabeam is the only security intelligence vendor to provide both powerful UEBA capabilities and market-leading threat hunting
functionality, now available through

Query, Pivot, and Drill Down on Session Data

The Exabeam platform uses Stateful User Tracking™ to connect individual user activities into a session data model. Threat Hunter
allows security professionals to query the platform to find all users whose sessions contain specific activities or attributes, or any
combination of activities or attributes. For example, an analyst might first ask for all user sessions where the user logged into the
VPN from a foreign country for the first time. The analyst can then trim the results by asking for users who then accessed a server
for the first time, and then later the anti-malware software flagged a problem on that server. While each of these activities is
independent of the others, the ability to combine them in a simple, point-and-click search provides significant power to even a
junior analyst.

Pull on Threads, Find Hidden Threats

While the UBA engine is designed to find users who have performed multiple activities that, together, add up to an elevated risk
score, Threat Hunter gives analysts the tools to “pull on threads” to track activity that is deliberately kept under the radar. Threat
hunting can be very effective after UBA is used to detect an attack. Where UBA can identify a specific attack, ThreatHunter can
proactively search for groupings of activities that are similar to aspects of that attack. As a result, Threat Hunter customers are more
effective at responding to all aspects of a cyber attack.

Proactive Security Intelligence a-
In the example shown here, an analyst uses Threat Q Threat Hunter

Hunter to clean up after a malware outbreak in
the marketing department that allowed hackers to
penetrate the network.

The analyst begins by hunting for all sessions
where any user in Marketing performed account
management (i.e. new account creation or privilege
escalation) and also had a failed logon. The analyst
doesn’t need to understand the structure of the
applicable logs, nor the search language of the un-
derlying log management system. She simply clicks

Activity Types

Network Logons

Security Alerts
VPN

Dates
Users
Assets

Peer Groups

Mar

Marketing.

Security Vendors

Security Alert IDs

User Labels

Asset Labels

Accepted Activities

Risk Reasons

Risk Scores

Network Locations

Geo Locations
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a few fields and hits “Search.” - © = = Q oo, a

Rueben Skinner
E . A

Threat Hunter: Easily Enter Hunt Parameters
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Filter and Drill Down

The analyst filters the result set further by adding a
parameter where the event type equals “Account
password was changed.” Threat Hunter responds with

a list of all users, within the default time period, who are
in the marketing department and had credentials that
were used to perform account management, had a failed
logon, and then changed the account password.

Near the top of the list we see one user, Angella French,
who has been flagged by Exabeam UBA as having
unusual account lockout activity.

The analyst clicks on Angella, and Exabeam displays
detailed information about her identity and the events
associated with this lockout.

We see a very high number of failed logons across
thirteen different systems. As account lockouts can be
a strong signal of a compromised account and a hacker
impersonating a valid internal user, this is worth further
investigation.

The analyst now has an additional candidate for mal-
ware infection and account takeover within the Market-
ing department, and can respond accordingly.

Works With Any Log or SIEM System

Exabeam UBA and Threat Hunter include prebuilt
integrations with all leading log management products,
including:

* IBM QRadar

* Splunk

* HP ArcSight

* McAfee ESM

» RSA Security Analytics

In addition, Threat Hunter and UBA can integrate
with any log system via syslog forwarding. Additional
feeds from products such as Data Loss Prevention, end-
point security, cloud security, and others can be easily
integrated and used in threat hunting.

& =

/i exabeam
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For more information, please contact

Exabeam at info@exabeam.com

COPYRIGHT 2017 EXABEAM, INC. ALL RIGHTS RESERVED
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EXABEAM DATA LAKE

LEGACY LOG MANAGEMENT IS RIPE FOR DISRUPTION

Log management is a fundamental component of a strong enterprise security architecture. It supports security
intelligence and analytics, as well as compliance and forensics reporting. The good news is that the log management
process is mature and well-understood. The bad news is that log management vendors have not kept pace with rapid
changes in data growth, cloud architectures, and open source big data management. Log management systems are now
measured in petabytes, with data streaming in from internal networks and the cloud. Legacy log management systems
simply weren’t designed for such an environment. Even worse, these systems are licensed “by the byte,” becoming more
expensive every year as data grows and requiring CISOs to plunk down more of their budget for no associated gain.

Exabeam Data Lake is different. It’s designed for the modern world, with a scale-out architecture that can support any
volume of data, and for a predictable price.

LOG SEARCH SHOULDN'T BE PAINFUL
]

Exabeam Data Lake is built on a foundation of proven, scalable S,

open source big data technology, including HDFS and Elastic- Ty

search. Many Web-scale companies rely on these technologies : .Il_ I““.““““““““““_
today to support the massive data volumes they generate.
HDFS is tailor-made for analytics and Elasticsearch is perfect

for time series data management. Exabeam Data Lake integrates
these technologies with others in the Elasticsearch stack to
create a thoroughly modern log management solution.

Exabeam adds enterprise features such as remote
collection agent management and security data enrichment
to these proven technologies, and packages the solution
for easy deployment and operations.

LOG STORAGE SHOULD BE PREDICTABLE )

Unlike other log management products, Exabeam Data Lake
is licensed in a predictable, per-user model so that you can

capture as much data as you need for reporting and analytics.

Want to add your EDR or DLP data into your log system? How about your network data? If you tried that with another
product, the additional bills would quickly drain your budget. With Exabeam Data Lake, there is no charge for extra data,
so you can finally log and analyze anything necessary to detect and respond to modern threats.

Log data management has become commoditized through the use of excellent open source technologies. Exabeam offers
a petabyte-scale system that extends these proven building blocks.
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KEY FEATURES
While Exabeam Data Lake is built on proven big data technologies including Elasticsearch and HDFS. The system delivers:

+  Web-scale aggregation of log data

+  Scale-out multi-node architecture

+ Guaranteed at-least-once data delivery

+  Search, dashboards and reporting

+ Ability to enrich log events with unique security stateful context and Host-To-IP awareness
+  Remote Management of agent based collectors, including update and stop/start
+  User interface optimized for security analysis and reporting

+ Ease of setup and use

+  RESTful API

+  Out of the box parsers for 750+ security and identity products

+ Interoperability with any UEBA system

+ Ability to deploy as a pre-sized physical appliances or as a cloud-ready VM

EXABEAM SECURITY INTELLIGENCE PLATFORM

Exabeam Data Lake is a key component in the Exabeam
Security Intelligence Platform. Any of the platform components
can be used together or separately with third party products. CLOUD

; . CONNECTOR
The platform includes:

* Exabeam Data Lake
* Exabeam Advanced Analytics EXABEAM
* Exabeam Threat Hunter PLATFORM
°* Exabeam Incident Responder
* Exabeam Cloud Connectors

To learn more about these products, please visit www.exabeam.
com/products to download whitepapers, datasheets, etc.

OPERATING INFORMATION

* Deployable as a physical appliance (in multiple sizes) or as a cloud-ready virtual machine
* Includes out of the box collection agents and parsers for over 500 security data sources
* Agents operate on Windows or Linux platforms

For more information, please contact Exabeam at
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Cortex XSOAR

Redefining Security Orchestration, Automation,
and Response

Security teams lack the people and scalable processes to keep pace with
an overwhelming volume of alerts and endless security tasks. Analysts
waste fime pivoting across consoles for data collection, determining
false positives, and performing repetitive, manual tasks throughout the
lifecycle of an incident. As they face a growing skills shortage, security
leaders deserve more time to make decisions that matter, rather than
drown in reactive, piecemeal responses.

Cortex by Palo Alto Networks | Cortex XSOAR | Datasheet
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An Industry First

Cortex® XSOAR is the industry’s first extended security
orchestration and automation platform that simplifies security
operations by unifying automation, case management,
real-time collaboration, and threat intelligence manage-
ment. Teams can manage alerts across all sources, standardize
processes with playbooks, take action on threat intelligence,

Business Benefits

With Cortex XSOAR, your organization will be able to:

+ Scale and standardize incident response processes

+ Speed up resolution times and boost SOC efficiency

- Improve analyst productivity and enhance team learning

- Gain immediate ROI from existing threat intelligence

and automate response for any security use case. investments
wfor {9 STIX
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Figure 1: Cortex XSOAR platform

Table 1: Standardize and Automate Processes for Any Security Use Case

Scalable, consistent incident
response

Speed up deployment with hundreds of out-of-the-box (OOTB) playbooks covering a wide range
of security use cases (e.g., phishing prevention, IOC enrichment, vulnerability management,
cloud security). A powerful software development kit allows you to build your own integrations.

Address simple use cases and complex, custom workflows using a visual drag-and-drop play-

Modular, customizable
playbooks

book editor with thousands of executable actions. Playbook blocks/tasks can be nested and
reused across playbooks. Real-time editing, a playground for testing playbooks, and YAML-

based sharing make playbook creation quick and easy.

Perfect balance of automation

and human response playbook.

Orchestration across the
product stack

,/, paloalto® Cortex by Palo Alto Networks | Cortex XSOAR | Datasheet

NETWORKS

Maintain control over automated processes with manual approval tasks available as part of any

Automate incident enrichment and response across more than 500 integrations with data
enrichment tools, threat intelligence feeds, SIEMs, firewalls, EDRs, sandboxes, forensic tools,
messaging systems, and more.
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Security Orchestration — i)

Cortex XSOAR empowers security professionals to oty poce s wasesnsawer sy
efficiently carry out security operations and incident el bl k) Bl | » ]2 |~
response by streamlining security processes, connecting E— SRR

disparate security tools, and maintaining the right balance

of machine-powered security automation and human CEND |
intervention. i- — e .

Case Management = = =
Automation of incident response needs to be complemented - i B R - B o

by real-time investigations for complex use cases when

human intervention is required. Cortex XSOAR accelerates B -
incident response by unifying alerts, incidents, and

indicatorsfromany sourceonasingleplatformforlightning- Figure 2: Cortex XSOAR phishing playbook

quick search, query, and investigation.

Table 2: Adapt to Any Alert with Security-Focused Case Management

Custom layouts for incidents Fully customizable incident and indicator layouts help you quickly surface relevant information
and indicators when responding to events.

Indicator and incident A central indicator repository enables searches and automated indicator correlation across inci-
correlation dents from multiple sources to spot duplicates, trends, and patterns.

Flexible, customizable reportsand Widget-driven dashboards and reports offer unparalleled visibility into metrics so you can cut and
dashboards dice data for your reporting needs.

e o The Cortex XSOAR mobile application provides dashboards, task lists, and incident actions on the go.
On-the-go incident monitoring

Mirrored connections can be created with other applications so incident updates in Cortex XSOAR
will be pushed automatically to third-party applications (ServiceNow, Jira, Slack, etc.) for auto-
mated ticketing management.

Automated mapping across
integrations

Collaboration and Learning =) )

Cortex XSOAR offers interactive investigation features,
providing a potent toolkit to help analysts collaborate,
run real-time security commands, and learn from each
incident.

tcoirelated domain name queried by EC2 _ : P —

e 55893645, ke.com

Figure 3: Customizable incident views

Table 3: Boost SecOps Efficiency with Real-Time Collaboration

Real-time investigation and Each incident has a virtual War Room with built-in ChatOps and command line interface (CLI) so
collaboration analysts can collaborate and run security actions in real time.

An ML-driven virtual assistant learns from actions taken in the platform and offers guidance on

Machine learning assistance " .
analyst assignments and commands to execute actions.

Continuous learning Auto-documentation of all investigation actions aids analyst learning and development.

Flexible, widget-driven dashboards and reports eliminate manual reporting and can be fully cus-

sl animne e ity tomized to your organization’s needs.

,/, paloalto® Cortex by Palo Alto Networks | Cortex XSOAR | Datasheet 3

NETWORKS




(O CORTEX

BY PALO ALTO NETWORKS

Threat Intelligence Management @ o

Cortex XSOAR takes a new approach with native threat intelli-
gence management, unifying aggregation, scoring, and sharing
of threat intelligence with playbook-driven automation.

Figure 4: Intelligence-based automated playbook

Table 4: Act on Threat Intelligence with Confidence and Speed

Automated multi-source feed
aggregation

Granular indicator scoring and
management

Best-in-class operational
efficiency

Powerful native threat intelligence

Hands-free, automated playbooks
with extensible integrations

Eliminate manual tasks with automated playbooks to aggregate, parse, deduplicate, and man-
age millions of daily indicators across dozens of supported sources.

Take charge of your threat intelligence with playbook-based indicator lifecycle management
and transparent scoring that can be extended and customized with ease.

Boost collaboration and reveal critical threats by layering third-party threat intelligence with
internal incidents to prioritize alerts and make smarter response decisions.

Supercharge investigations with built-in, high-fidelity threat intelligence from Palo Alto Net-
works AutoFocus™ contextual threat intelligence service.

Take automated action to shut down threats across more than 500 third-party products with
purpose-built playbooks based on proven SOAR capabilities.

Breadth of Use Cases

Cortex XSOAR provides an open, extensible platform applicable to any use case, with common ones including phishing,
to a wide range of use cases—even processes outside the security operations, incident alert handling, cloud security
purview of the security operations center (SOC) or security orchestration, vulnerability management, and threat hunting.

incident response team. The flexible platform can be adapted

Securit
Alert Sources operaﬁo\rqs

SIEM and analytics
XDR (or EDR)
Cloud security alerts

Vulnerability
scanner

Email
Ticketing

Threat intel feeds

Incident
Management

Phishi .
Res';o':sge Enrich & Respond

Threat intelligence
Malware analysis
Email web gateways

() CORTEX XSOAR Ticketing

U¥ PALO ALTO WETWORKS

Cloud
Security

Threat
Hunting

Vulnerability
Management

Figure 5: Ingestion of alerts and IOCs in Cortex XSOAR
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Cortex XSOAR Marketplace

Cortex XSOAR Marketplace is the industry’s most comprehen-
sive security orchestration marketplace. As a native extension
of Cortex XSOAR, the Marketplace enables you to discover,
share, and consume content packs contributed by the indus-
try’s largest SOAR community.

Marketplace
INSTALLED CONTENT PACKS CONTRIBUTIONS

Filter by: Clear filters
Searchin: Content Packs ¥ |

Content packs are pre-built bundles of integrations, play-
books, dashboards, fields, and subscription services designed
to address specific security use cases. Packs can be deployed
with a single click, simplifying and speeding up the adoption
of automation.

) @
Login 9 : o

v General

@ 0 By Cortex XSOAR (385 Search Results (15 of 409)
O © certified (40

O Free WhatlsMyBrowser Q Lockpath Keylight q

[0 Support included (286
> Usecases

> Intey

> Cate

> Content Pack includes L

> Tags

AcHisa
defense platform

Soscatsy Google

Mimecast i Sixgill DarkFeed Threat [nte\\..; Threat Crowd ‘

Query threat crowd for reports,

bout 105 to help you kes

read detaile:

Mingcast P

RSA Archer a Plain Text Feed l DUO Admin I

Fetches indicators from a plain text feed, DUO for admi secesstothe

‘admin api in order to use this

Figure 6: Highly rated, validated content to discover

Breadth of Integrations

Cortex XSOAR has the industry’s most extensive and in-depth
OOTB integrations with security and non-security tools used
by security teams. New integrations and content packs are
continuously added to the Cortex XSOAR Marketplace to facili-
tate quick and seamless deployments for our customers.

Analytics and SIEM CORTEX == DEVO /. exabeam
FEIATINET.  @JASK  #logRhythm
1 McAfee Faets Radar

Sapethes I paer

splunk > @ sumologic

Threat Intelligence 7 paloalto KN ANOMALI
< CYMON.  {pomamTaoLs
FERSIGHT  OpenPhish  If-Recorded Fulure
vttt
Malware Analysis % paloalto il euckoaty”
QFiReeve & INTEZER JICSecuity

(00 voooaus FR(ERSG sNoaox

Benefits of Our Extensive Integration Ecosystem

- Promote your platform and solution offerings

- Develop a strategic partnership with Palo Alto Networks

- Take advantage of co-marketing activities and lead generation
- Gain brand recognition in the security industry

Join the Marketplace today.

Network Security 4 paloalte: 1 Check Point ®

M morecTwises @ Signal Sciences W ZSCaler

Endpoint CORTEX  coabonBlack  Clcounuriok
\{%i“‘ W cybereason W EyLanCE
W Seremel o Symantec AN

SVECTRA lui m
Authentication € CYBERARK =us
B Fitve Directory okta
Email Gateway Detbom  mimecast
proofpoint.  Symantec.
Ticketing cherwell’ easyVISTE [ -
& i Software @ mndesk
Messaging @8 Exchange ™~ pagerduty
4" slack & twilio Zoom
Cloud CORTEX {PRISMA  aws
D Google Cioud ¥ Microsoft ~netskope

Figure 7: Some of our 500+ OOTB integrations
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Industry-Leading Customer Success

Our Customer Success team is dedicated to helping you Premium Success, the recommended plan, includes every-
continuously optimize your security posture and get the most thing in the Standard plan plus guided onboarding, custom
out of your Cortex XSOAR implementation. workshops, 24/7 technical phone support, and access to the
Standard Success, included with every Cortex XSOAR subscrip- Customer Success team to give you a personalized experience
tion, makes it easy for you to get started. You’ll have access to to help you realize optimal return on investment (ROI).
self-guided materials and online support tools to get you up
and running quickly.
Standard Premium
Summary Value Self-Help Optimized Experience
Customer journey kickoff ° °
Onboarding Onboarding assistance [}
Assistance Initial service configuration )
Use case assistance [ ]
Access to support communify [ ] [ ]
Technical Access to Support Portal [ [
Support Telephone support 24/7
Response time (S1) <1hour
Slack DFIR private channel [ ]
. Access to online documentation [} [}
Education . .
.. Access to online training ° [}
Training
Custom workshop )
Annual health check [} [}
Optimized Cu?"ror:nlzed schess |:?Ians [}
. Periodic operation reviews )
Experience X ) .
Executive business reviews [ ]
Prioritized integration development [ ]

Figure 8: Key aspects of Standard and Premium Customer Success plans

complete tasks from any device, and improve investigation
Cortex XSOAR Community Edition quality by working together.

To experience the capabilities of Cortex XSOAR, try the free Get the app from the App Store® and Google Play®.
Community Edition. With its included 30-day enterprise
license, it’s the perfect way to test-drive Cortex XSOAR.

Sign up for our free Community Edition. DeSIgned for MSSPs
Cortex XSOAR supports full multitenancy with data segmen-
. tation and scalable architecture for managed security service
Cortex XSOAR Mobile App providers (MSSPs). MSSPs can build their managed service
Use Cortex XSOAR to track and respond to security incidents operations on Cortex XSOAR to provide best-in-class offerings
on the go with a mobile-first experience for iOS and Android®. for their customers and optimize internal team productivity.

Create and access personalized dashboards, assign and

Table 5: The Connective Fabric for Your Security Infrastructure and Teams

MSSPs can create playbooks and enforce policy at both the master and tenant levels for high
True multitenancy availability, creating flexibility to quickly onboard new customers, offer different levels of
service, and expand into additional management options.

MSSPs can also build custom playbooks for specific services and service levels. Inside each play-
Modular playbooks book, tool actions can be simply “copied” and reused in other playbooks at both the master and
tenant levels for efficient scaling with new customer additions.

Cortex XSOAR features built-in SLA tracking capabilities to help MSSPs guarantee timely service
outcomes to their customers. An MSSP can trigger a notification—via Slack, email, etc.—to the
analyst team to handle a timely incident before an SLA breach.

SLA and team performance
tracking
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Table 5: The Connective Fabric for Your Security Infrastructure and Teams (continued)

MSSPs can leverage all Cortex XSOAR capabilities as a powerful backend automation and orches-

Extensive APIs tration enabler for their services while maintaining existing customer-facing portals.

For MSSPs, adding threat intelligence to any service to increase customer value is vastly simplified.
Threat intelligence management Threat intelligence feeds can be compiled at the master and tenant levels to cater to different
customer types and use cases.

Flexible Deployment Benefits of a Hosted Solution

Cortex XSOAR can be deployed on-premises, in a private - Reliable, flexible, and scalable technology
cloud, or as a fully hosted solution. We offer the platform in . Tronclad security and privacy

multiple tiers to fit your needs. .
- Lower total cost of ownership

+ Accelerated, standardized incident response

Cortex XSOAR Hosted Solution

With our hosted solution, security teams can improve response
times and efficiencies without having to devote dedicated
resources for infrastructure, maintenance, and storage. Cortex
XSOAR will manage and maintain the infrastructure and
platform layer, enabling SOCs to focus on the critical aspects of
incident response.

Table 6: Cortex XSOAR Server—System Requirements for On-Premises Deployment

| component | Minimum | Recommended ___|

CPU 8 CPU cores 16 CPU cores
Memory 16 GB RAM 32 GB RAM
Storage 500 GB SSD 1 TB SSD with minimum 3K dedicated IOPS
Physical or virtual server Linux OS: Ubuntu 16.04, 18.04; RHEL 7.x & 8; Oracle Linux 7.x; Amazon Linux 2; CentOS 7.x & 8

Table 7: Cortex XSOAR Engine—System Requirements for On-Premises Deployment

| component | Minimum | Recommended ____|

CPU 8 CPU cores 16 CPU cores
Memory 16 GB RAM 32 GB RAM
Storage 500 GB SSD 1 TB SSD with minimum 3K dedicated IOPS
Operating system macOS, Windows, Linux
I I t ® 3000 Tannery Way © 2021 Palo Alto Networks, Inc. Palo Alto Networks is a registered
pa oa o Santa Clara, CA 95054 trademark of Palo Alto Networks. A list of our trademarks can be found at
NEEWORKS i https://www.paloaltonetworks.com/company/trademarks.html. All other
Main: +1.408.753.4000 marks mentioned herein may be trademarks of their respective companies.
Sales: +1.866.320.4788 cortex_ds_ xsoar_ 012621

Support: +1.866.898.9087

www.paloaltonetworks.com
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"AELl Ko3nopyn" EALL

OTHOCHO: MasapHa KoHcynTauus 3a [Joctaska U nU3rpaxgaHe Ha cucrema
32 HabnoaeHue, cbbupaHe, CbXpaHeHMe W aHanu3 Ha cbbutus /SIEM/ u
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YBaxaemu rocnoauH Maves,

Knuko Bbnrepusi EOO/] B KauyecTBOTO CU Ha 0TOpU3npaH AnUCTpubyTop 3a
MPoAyKTuTE Ha Exabeam 3a TeputopusTta Ha Buarapus, noTebpxaaea, ye
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(Exabeam npoayktu) Ha Teputopusita Ha Penybnuka Bvnrapws.
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ycnosusi He 6vBa aa ce npunaraTt uamM aa ca npunoxmnmu 3a Exabeam u
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YCNOBWATA Ha IMUEH3 3a KpaeH notpeéuten Ha Exabeam u cropasymeHue
33 OrpaHuyeHa rapaHuus.
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Attention: Hristo Pachev
NPP Kozloduy EAD
Zone NPP Kozloduy,Kozloduy,Bulgaria,3321

Manufacturer Authorization Letter in Connection with our Authorized Partner Think Smart EOOD (the ‘Partner’) participation
in your competitive Tender/ RFP with Reference 46660 / "Delivery and implementation of STEM and SOAR in the information
system of NPP Kozloduy"

(the ‘Tender?’)

Dear Sir/Madam:
We, Palo Alto Networks (Netherlands) B.V having an address at Oval Tower, 5" Floor, De Entree 99-197, 1101HE Amsterdam,
The Netherlands (‘Palo Alto Networks’), publish and manufacture certain next generation security of ware and hardware

products (the ‘Products’), and do hereby authorize our Partner to participate and bid in the above mentioned Tender as at the
date of this letter.

In consideration of the above, and whether delivered from Partner or through alternative authorized Palo Alto Networks
partner(s) in your territory, we agree to:

a) provide commercially available Palo Alto Networks maintenance and
technical support services ordered for the Products as part of a current support agreement;

¢) extend, to the extent applicable, our full guarantee and/or warranty; and

e) confirm that the Product(s) quoted by Partner is a current model;

in accordance with Palo Alto Networks then-current terms and conditions, support policies, and processes for commercially
available Product(s) available on our public website or at https://support.paloaltonetworks.com.

Please note that the Partner is an independent contractor and has no authority to commit and/or bind Palo Alto Networks or its
affiliates in any way. This authorization is valid for the above mentioned Tender/RFP only.

3anuueno Ha ocHoanme 33J11
Omar Durrant

Senior Director of Finance International
Palo Alto Networks (Netherlands) B.V.

Paio Airo betworks (Nethedaros BV | Cval Towee 5t Floor De Entrde 58987 | 110178 Amslargam The Netherdands
fiEn, #3120 553 3131 paiasionetias com
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