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C peaMeT ,, MoepHU3aIys Ha MOy IUTE KbM CHCTeMara 32
VHTepHET KOMYHHKALMS 1 [IOBHIIABAHE Ha KUOGPCHTYPHOCTTA B UH(pOpPMAIIOHHATA
undpactpykrypa Ha "AELl Kosnoayi" EAJT®

Haumenosanue Ha yuactuuka | “ATC Bparapus” OOJ]

EHUK 130332479

Anpec Codwus 1729, yi. Anxa Axmarosa 9
Tenedon 02/975 2202

E-mail sofia@atsbulgaria.com

JInue 3a KOHTaKT [eopru AsnekcaHapos

JnmxHOCT Yrnpasuren

Texunyecka cnenupuKanus

1. OyHKUHOHATHOCTH

1.1 O60ocobsABaHe Ha 30HH C pasjiddyHa CTeNeH Ha JOBEPHE, KaTo pasjieis Mpexara Ha OTACIHA
cermMeHTH cnope QYHKIMOHAIHUTE HM XapaKTEPUCTHKH;

oz
! Ha Gasa Ha axpequranus oT AKTHBHaTa JUPEKTOPHS KOHTPOJIMpA HOBEICHUETO HA BCCKH

eliH IOTPeOUTEN TIPU JAO0CTHIIA My 110 VIHTEpHET M BHTPEIIHUTS PECYPCH.

1.3 | Mucnexrms Ha Tpaduka U uaeHTHdMKAIIS Ha TPUIOKEHUATA.

1.4 | 3ampTa OT MPEXKOBH aTaKH Ype3 CHCTEMA 33 IPEBCHIINSA Ha aTAKUTE (IPS).

1.5 | Cucremara aHajm3upa CHABPKAHHETO 33 HAIMYHC Ha 370BpeacH ko (AntiVirus u
AntiSpyware). Ilpunara ce pa3iuueH aHajlu3 Ha 6asa xareropusi oT URLs wiu rpyna ot
NPUIOKEHHS.

16 | Cucremara uMa BB3MOXKHOCT 32 HAATP@KAAHE C JONBIHATENEH JIUIECH3, KOHTO MO3BOILIBA
anamM3 Ha Zero Day 370Bpe/ieH KOI Ype3 CTapTHpaHe Ha daitra BHB 3alIMTEHATA CPEAA.
Ille ce mpuara pasiuyeH aHamu3 Ha 6asa npnnowﬁw ra OT TIPAJOKEHUS U THIIOBE

daitnose. ig
1.7 | Ounrpupane Ha yeb caiiToBeTe IO Karerq uen uqa AQHUYM JIOCTHIIA Ha
noTpeGUTEeNNTE Ha BETPELIHH 38 MPEexka 10 pety ;;o«@acrm ,g;r,\m xanue B IHTEpHET.

1.8 | Pemenuero mpemocTaBs BE3MOXHOCT 33 My ApsicAT aragb‘pusauﬁmﬂa URL cerimacHO THI Ha
A\ " 2T, W}
3anmueHo Ha ocHoBauwue 33J1]]
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ChABPKAHUCTO U PHCK.

1.9

PGIII€HI/ICTQ npenocraBs BB3MOXMHOCT 3a Hzxeﬂm(bnuupaﬂe Ha HOBO PErucTpupaHu
JOMEHHU U Or panuyaBaHe Ha JOCThIA A0 TIX.

1.10

Hamuume na DLP (Data Loss Prevention) QyHKIHOHANIHOCT, K4TO IO TO3M HAYHH LIE C€
OCBINECTBSBA MAeHTH(UKAIMA Ha (aiiioBe MO WMe W paslIMpeHHe, W3IIPANIaHM H/UIH
T0JIy4aBaHH B MPEXKOBHA TpaQuK.

1.11

Uncnexuus va HTTPS u HTTP 2.0 npoTtokona - AEKPUNTUPAHE U MHCIEKIMS Ha BXOAAIIA
u u3xoasm SSL MpexoBa KOMYHHKALHUS.

1.12

Ilexpuntupane Ha SSL MpexoBa KOMYHHKAIMsA, KOSTO TpaHcHoptupa B cebe cu
kpuntupann SMTP, IMAP, POP3, FTP.

1.13

Jlexpuntupasero Ha SSL Tpaduka, Ipo3payHo 3a BCHIKH (yHKIHOHATHH KOMIOHEHTH Ha

cucremara: IPS, AntiVirus, AntiSpyware, uHcnexkums Ha nagHuM u (aiimose, u URL
¢buTpUpane.

1.14

TlonuTHKara 3a JEKPUNTHpAHE HMa BB3MOXHOCT Ja ce HacTpoifsa Ha Oasa na URL
KaTeropusi.

1.15

[onuTHKaTa 3a JEKPUNTHPAHE MMa BB3MOXKHOCT 7@ O10Kipa AOCTBIIA 10 NaleH Web Site B
Cllydaif, 4e OTCpeliHaTa CTPaHA HE M3MOJ3Ba HEOOXOAMMO HHBO HAa KPUNTHPAHE WA
BaJMICH cepTHHKAT.

1.16

CucreMara MpesocTaBs BBIMOKHOCT 3@ HaAIPaXIaHe C MONBIHMTENEH JHICH3, KOHTO
103BonsBa oraaneden VPN noctsn ot Mobumam yerpoiictsa (i0S, Android) u Clientless
SSL VPN. BxsrounTenso uacnekuus (compliance check) na xpaitHo Ki#eHTCKaTa MalliHa
Ipeii U3rPAKIAHETO Ha OTJaNedeH JOCThIL.

.17

BiiokupaHe Ha BCHYKA IPWIOKEHHS, KOHTO HE Ca M3PUYHO YKA3aHH KATO PA3pEmIeHH 32
W3MOJ3BaHe B KOHQHUIYPHPAHHUTE B CHCTEMATa NOTUTHKY, 1a 0BT OJIOKHPaHH.

1.18

VnentuduKanus Ha IPUIOXEHHATa Oe3 OTJiel Ha M3MOJ3BAHMA OT TAX KOMYHHKALHOHCH
TIOPT ¥ IIPOTOKOIL.

1.19

Bb3MOXKHOCT 3a KOH(Hrypauus Ha MONWTHKHTE 3@ CHTYPHOCT 4pe3 JepuHHpaHC HA
M3TOYHAKA HA MpEeXoBaTa KOMYHMKAIlMs, KpadHaTa el Ha MpexoBaTa KOMYHHKALs
(1I0coKa), MPUIOKEHNETO W/WIM TNPHIOKEHHSTa, 3a KOHTO CE OTHACH IMONHTHKATA,
nehbUHHpaHe Ha MpPEXOBUTE YCIYTM KakTO M Kaksa Ja OBe aKTHBHATA pEaKiHs aKo
KpUTEpAUTE OBAAT U3IBIIHEHH.

1.20

Ipenpamane Ha noxo3purennute DNS 3asBkH KbM CHELMATHO nojabpaH MpPOU3BOJIEH
azipec ¢ nen 6pp3a uaeHTHUKaKs U GoKupaHe Ha KOMYHMKAIUATA HA 3apA3CHH XOCTOBE
ot ppTpemuara mpexa (DNS sinkholing).

L2k

Bs3MoxHOCT 3a fedmnupane Ha VLAN-u 3a Layer 2 u Layer 3 nutepdelicure ¢ nen aa ce
OCHIYpAT THBKABM MEXaHH3MH 33 WHCTEKUHMs Ha Tpaduka, KOHTO Ja MOAIbpXKAT
Ch3JaZIEHATE 3a HY/K/IUTE HA OPraHU3alUaTa MPEKOBU CErMEHTH.

1.2

BB3MOXHOCT 3a u3rpaxgaHe Ha site-to-sitt VPN Tymenm ma 6Gasa [PSec um IKE
CTaH/IapTHTE.

1.23

BB3MOXKHOCT 3a YIpaBieHHe M NpHOpuTH3upaHe Ha Tpadmka (QoS) cmopen Thna
TIPHJIOXKEHHE.

1.24

Hpoapatma H}I@HTH(DHK&HHH Ha HOTpC6I/ITeJII/ITe 0e3 W3HCKBaHE Ja ce npenocTaBsaAT
I'IOTpe6HTCHCKO HM€E H apoJia.

1.25

3amuTa Ha KOPHIOPATHBHHTE MOTPEOHMTENCKH WMEHA M NApOJIH, MOCPENCTBOM GIOKHpare
WM OTpaHMyaBaHe HA TAXHOTO HM3MOJ3BAHC BHB BHHIIHM 33 OPTAHW3ALMATA CHCTEMH M
my6miano nocTsnEn xoctasuniy (Dropbox, Google, Facebook Linked

1.26

IS0, % Mo
BB3MOKHOCT 3a Ae(uHUpaHe Ha HHIAMBHIyaTHH M&I?JIW}?&L@@?@GHHHH c uen
OCHTYpSIBaHE HA MAPIIPYTH3MPALH (YHKIHOHATHOCTH 37 net e Vinatvion ~erMEHTH.

127
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1.28 | BB3MOXHOCT 38 MOHHTOPHHT, aHAIA3 Ha JIOTOBETE ¥ PENIOPTUHT OT CaMOTO YCTPOHCTBO.
1.29 | Ye6 6asupan unTepdeiic 3a ynpasieHue Ha yCTPOHCTBOTO U WHAMBH/YAIHO NeQUHUPYeMHU
B CHCTEMATa ToJieTa 3a MOoKa3BaHe Ha pas3jiM4HK CTAaTUCTHKU Ha Oa3a BpeMme, IPHUIOKCHHUE,
KaTeropuy, NOTPeOUTENH U 3a1JIaXy.

1.30 | JloroBere Ha YCTpOHCTBOTO Wie ca JOCTHIIHM B ye0 wuHTepdeiica ¢ BBE3MOXHOCT 32
KOHTEKCTyaHO (punTpupane wiv Qunrpupane Ha 6a3a Kimogosa gyma. Mupopmanusara me
6be 06oraTeHa KOHTEKCTYalIHO C JaHHH 3a IIOTpeOHuTeN ¥ rpyna, HOIyYeHa OT HHTerparus
¢ Gasu 3a ynpaBnenue Ha notpeburesnte (Active Directory, LDAP u 1p.).

1.31 | BB3MOXKHOCT 32 MHTerpauusi ¢ o6JiauHa yciyra Ha ChIIUst IPOU3BOAUTEN 32 aHAM3 i OTHeT
Ha TEKYIIMTE aTaKi/3aIlaxy KakTo 3a OpraHu3aiusTa Taka M 3a CXO/IHHA C Hesl. [Toxassane
Ha TEHIEHLAH, AHATH3M X METOJIH 3a PEBEHIUS B CBETOBEH Maiad.

1.32 | Pemenuero uucrektipa DNS Tpaduka Ha opraHusaiusara ¥ peanusupa NPEBEHIHA Ha
ataxu O6asupany Ha DNS Tunneling.

1.33 | Pemennero pasnojara ¢ MEXaHH3BM 3a ClIE[IeHE ¥ OTpaHHYaBaHe J0CTBIA IO ABTOMATHIHO
renepupann gomeitan (Domain generation algorithms (DGA)).

1.34 | [IpennoxeHuTe yCTPOHCTBA NMAT BB3MOIKHOCT 38 HHTCIPALAS C PEHICHHE 34 SD-WAN or
CHILHSL UM APYT IIPOM3BOAUTEL.

[ 2. Texunueckn napamerpn
2.1 | IIpomyckarenHa CrocoOHOCT c | 18 Gbps

akTHBUpaHa QyHKUHS 33 HACHTHHKALM
HAa [IPUIOKEHUATA

2.2 | Ilpomyckarenna CIIocoOHOCT ¢ | 8.8 Gbps
AKTUBUPaHd  (YHKIMOHAIHOCTH 32
IPS/AntiVirus/ AntiMalware 3ammra,
URL ¢unrprpane ¥ WICHTHQUKALKS HA
daitsioBe ¥ YyBCTBUTENHO CHABPKAHAE B

Tpadrxa
2.3 | Bpoit TCP cecun 3 800 000
2.4 | bpoit HOBH CECHM B CEKyH[la 132 000
2.5 |Bpoit Ha pasmosHatH u Tomabpxkanu |3 183
IPHIIOKEHHUS
2.6 | bpoit uurepdeiicu 4 x 1000/ 10000 Base-T ports
BB3MOKHOCT 3a HaArpaXkaaHe JOIbIHUTETHH
MHHHMYM
16 x 10Gbit/s SFP+
4 x 40Gbit/s QSFP
2.7 | Pexxumu Ha unTEpdEHCcHUTE L2, L3, Tap, Transparent mode
2.8 | Mapupytu3upamy QyHKIHI OSPEv2/v3, BGP with graceful restart, RIP,

static  routing  Policy-based  forwarding
Point-to-Point Protocol over Ethernet (PPPoE)
Multicast: PIM-SM, PIM-SSM, IGMP vl1, v2,
and v3 Bidirectional Forwarding Detection
e ge: manual key, IKEv1 and IKEv2
;pf’f:{;G (pre gi key, certificate authentication)
3annucHo Ha ocHoBamHe 33}'!1{?1 DES, AES (128-blt, 192—bit, 256-—
ntieation: MDS5, SHA-1, SHA-256,

2.9 | M3ucksanus kbM [PSec HMnnereHTam:Ifaf;:?”'
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SHA-384, SHA-512

2.10 | Bpoit  xomkypenrnu  SSL VPN | 10 000 SSL VPN norpeburens
noTpebuTeis BKIIOYEHH B CHCTEMATa

2.11 | Bpoit IPSec Site-to-Site VPN 3000 oTnaneyeHy TOUKU
2.12 | YcrpoiictBoTo nmoambpxkKa —BHPTYaIHH 16 6pox
KOHTEKCTH

2.13 | YerpoiictBoTo  mozuiepka  BupTyannu | 20 Gpost
TabIMIK 38 MapPIIPYTH3ALHS MUHUMYM
2.14 | Bpoit nomrepxann VLAN 4,094 6pos IEEE 802.1g VLAN wmapkepa
V (tags), KOHQUIypHPYEMH 3a BCEKH MHTEpEic
1 00110 32 YCTPOHCTBOTO

2.15 | IPv6 momnpbxka Beuuka koHpurypanud 3a HHTepdedicHuTe
MOAYIM Ha 3allUTHAaTa CcTeHa TpsbBa na
nopubpxaT IPv6 KakTo M BCHYKH KOHTPOJHH
dynxuuu Ha cucTeMara TpsAOBa Ja ce HaHIHH
u 3a IPv6

2.16 | Vncnexius Ha SSL kpurrtapas Tpadguk, | Cucremara ICKpHITHPA K MHCICKTHPA SSL
Ge3 ore]] Ha IPHIIEKAIMSA TPOTOKOI,
KATO TIPENOCTaBs JEKPUITHPAHUS TpaduK
Ha BCHYKY CBOU QYHKIMOHATHU
KOMITOHEHTH, 38 HHCIEKLMA U

HalaraHe Ha IMOJUTHKK HaL
CBIBPKAHUETO

2.17 | YopasneHue Ha KaHaja Vrpasnennero Ha Kanana (QoS) e HATHYHO U

NPANOKAMO 32  BCAKO  MACHTH(UIMPAHO
NPUIIOKEHNE

2.18 | Yupasnenue Ha yCTPOHCTBOTO Besko oT ycTpoiicTBara B CcHCTeMaTra MMa
BB3MOXKHOCT Ji@ C€ YIPaBisiBa IOCPENCTBOM
ummzementaniss Ha REST  based API,
u3BIMYaHe Ha gAamHu u perioptn B XML
¢opmary. Besko oT yeTpoiicTsaTa B cucTeMara
MOAXbPKA BCEKH €IMH OT CIEIHUTE MCTONH 32
yIIpaBleHHe: CLI, yeb KOH30712,
IEHTpAIM3UpaHa CHCTEMA 38 YIPABJICHUC

2.19 | PexxuM Ha HaOEHKAHOCT Active/Active, Active/Passive

2.20 | Bpoii unTepdeiicu 3a yrpasieHue 1 x 10/100/1000 out-of-band management port

1 x 40 Gbit/s nHTEepdeiicn  3a

0TKa30yCTOHUMBOCT

1 x RJ-45 xoH3oseH nopt

2.21 | MonTax u pasmMepu Tpennasnayena 3a Brpaxaane B 19 mxad ¢
~' pasmep 3U

222 |3axpaHBaHE W BXOQHO HampexeHue | PesepBupaHo, 100-240VAC

(Bxojsima gecToTa) (50-60Hz)

223 | Codryepna u xapmyepHa rapaHIuoHHa | 36 Mecena. VI3mbjHuTeNd M€ MNPEJOCTABH
noxnpbxKKa 365x24x7 BCHYKHM HEOOXOIMMH JTHIICH3H 34 rapaHlioHHa
MO/UIPBKKE. [MpousBonurens,  4pes
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NEHOBO INPEJJIOKEHHME
Ne po | Onucanue d TeXHHYECKH XAPAKTEPHCTHKH M.e. | K-Bo | Enx.uena6e3 | Croiinoct 6e3
pel | Ha NPeAIATAHOTO H3Ae/Ine JAC JC
1. Palo Alto Networks PA-5220, paboteu B op. 2 252 400.00 504 800.00
KIIBCTEP
O6ma croiinoct 6e3 JIJIC 504 800.00

Cpoxk ua gocragka — 110 30 paboTH# JIHH.
VYenosus Ha gocraska — 1o cxianopere Ha AELL Kosnonyit.
IapanuuoHen cpok — 36 mecena.

OGyyenue — o0ydeHHe Ha 2-Ma CILYXUTENN Ha BB3TOXKUTENS B cepTu(UIMpaH NeHTHp 3a 0byueHue
Ha GBIrapcky e3uk oT cepTHdumpan o1 [Tpon3BoAUTENS NPENOaBaTE.

ChIpoBoauTe/HA JOKYMEHTAL U NPH 10CTABKATA — ChIIIACHO 7.5.9 ot TexHUYECKOTO 3a/[aHue

puioxenue — OTOPH3ALMOHHO THeMo 0T 11.08.2020r.

R

C yBaxeHHe: xf,my’:&&; “‘tf}:\ N\
[eopru AnexcasnzipoB f’/ o /f\ A ‘
3anumueHo Ha ocHoBanue 33J1]]
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CLICO

Ha BHUMaHMETO Ha:
AEL Kosnoayin EAQl

YBaxaemu,

KIWKO Bbnrepus EQO/] B Ka4eCcTBOTO CU Ha OTOpu3npaH AncTpubyTtop 3a
npoayktute Ha Palo Alto Networks 3a TtepuTopusita Ha bBbarapus,
noTebpxaasa, ue ATC Bwarapus OO0, c ENK 130332479 v ceganuuie B
rp. Codus, yn. AHa AxmaToBa 9 e OTOpu3MpaH Aa npoaasa obopyAsaHe u
rapaHumMoHHa noaapwvxka Ha mapkata Palo Alto Networks kato nanonsea
napTHbLOPCKaTa Mpexa Ha MapkaTa B Penybnuxka Bbnrapus.

ATC Bvarapusa OO[] He e yNnbHOMOLWEH Aa Ce CbrnacsaBa C KaKBuTO U Aa
e 06Wwu ycnosusi oT uMeTo Ha Palo Alto Networks n KJTMKO Bvarepus EOOL
¥ HUKaKBW ycsioBua He 6uBa Aa ce npunarat uan Aa ca npunoxumu sa Palo
Alto Networks u KIIMKO Bbnrepus. Bcuuku nNpoaykTu ce npoaasar npu
cnassaHe Ha YCNoBUATA Ha NuUEH3 3a kpaeH notpebuten Ha Palo Alto
Networks 1 cnopasyMmeHune 3a orpaHuyeHa rapaHL}m

3aAHUeHO Ha OcHoBanue 33) UI?L

11.08.2020 roa. C’ysameﬂme,
Cotus | Anekcanabp CrameHos

“e] Ynpasuten
Knuko Bvnrepus EOOL
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